
Using a service provider
does not transfer the

bank's responsibility for
OFAC compliance.

THIRD-PARTY
CHECKS

Financial institutions need customer onboarding to move efficiently without
separating screening from the rest of the process. When watchlist checks
happen in a standalone tool, staff may have to leave the application, run a
separate search, review the result, and copy the outcome back into the
onboarding record.

FinCEN says a bank's Customer Identification Program must include "risk-
based procedures for verifying the identity of each customer to the extent
reasonable and practicable." FinCEN also makes clear that CIP is only one
part of a bank's BSA/AML compliance program and does not, by itself, satisfy
other BSA or OFAC obligations.

FFIEC's BSA/AML manual says new accounts should be compared with OFAC
lists before they are opened or shortly thereafter. The same guidance notes
that a bank may use a third party to perform OFAC checks, but the bank
remains responsible for its OFAC compliance and should maintain
appropriate controls and review procedures.

The operational issue is where the screening happens. If watchlist data can
return inside the onboarding workflow, the institution can review it before
the application moves to the next step.

MANUAL HANDOFFS
Watchlist checks run
in a separate system
can add steps
between application
review and
onboarding.

TIMING MATTERS
FFIEC guidance says
new accounts should
be compared with
OFAC lists before
opening or shortly
thereafter.

REVIEW OWNERSHIP
A returned watchlist
result still requires
the institution's own
procedures, review,
and decision.

THE CHALLENGE

BEFORE ONBOARDING: SCREENING
CUSTOMERS AGAINST GOVERNMENT

WATCHLISTS IN REAL TIME 

WHITE PAPERS

Bringing watchlist
screening into the
financial-services
onboarding workflow
before the account
moves forward

MATCH
REVIEW

FFIEC says banks should
have procedures for

determining whether an
initial OFAC hit is a valid

match or a false hit.

OFAC
FFIEC says new

accounts should be
compared with OFAC
lists before opening

or shortly thereafter.

These points summarize federal banking guidance. They do not mean that a
single screening tool satisfies an institution's full KYC, BSA/AML, sanctions, or
other compliance obligations.

http://searchbug.com/


THE SOLUTION

WHITE PAPERS www.searchbug.com

BRING WATCHLIST SCREENING INTO THE
ONBOARDING FLOW

Searchbug's AML API can be called from a financial-services onboarding
system through real-time XML or JSON. At the screening point in the
workflow, the API checks a person against government watchlist data
sourced from OFAC, the FBI, and Interpol, then returns the watchlist data
to the institution for review.

The API is a screening input, not a decision engine. Getting this step
wrong carries real consequences: OFAC enforcement guidelines allow civil
penalties of up to $250,000 per violation or twice the transaction amount,
whichever is greater.

It does not approve or deny a customer, score fraud risk, or replace the
institution's own KYC, AML, sanctions, or broader compliance program.
The institution decides how a returned result is reviewed, documented,
escalated, and resolved.

Keep match review separate from the API response itself. A returned watchlist result should enter the
institution's established review process, not trigger an automatic approval or denial. FFIEC guidance
calls for procedures that determine whether an initial OFAC hit is a valid match or a false hit.

HELPFUL CONTROL: USE FAILED CONTACT AS A DATA EVENT

REAL-TIME API CALL: Call the AML
API through XML or JSON at the
point in the onboarding flow where
watchlist screening is required.

GOVERNMENT WATCHLIST DATA:
The AML API checks a person against
government watchlist data sourced
from OFAC, the FBI, and Interpol.

RETURN FOR REVIEW: The result
returns to the institution's system so
its compliance team can apply its
own review and escalation
procedures.

KEEP THE API INSIDE THE INSTITUTION'S COMPLIANCE PROCESS

Searchbug's FAQ describes the Investigate People APIs as suitable for KYC compliance and notes that financial and
insurance organizations use them to validate customers before onboarding. For watchlist screening, the AML API
can reduce the need for a separate manual lookup by returning the data inside the existing workflow, while the
institution keeps control of its matching standards, review rules, and final decision.

CONCLUSION

Watchlist screening works best when it happens where
the onboarding decision is already being prepared.
Real-time XML or JSON calls can return government
watchlist data before the application moves on,
reducing the need for separate manual searches and
handoffs.

Before onboarding, the goal is not to automate
judgment. It is to put the screening data in front of the
right reviewer at the right point in the institution's own
process.

ABOUT SEARCHBUG
Searchbug provides real-time people-
investigation APIs that financial services
teams can integrate into customer review
workflows. For this use case, the AML API
returns government watchlist data
sourced from OFAC, the FBI, and Interpol
so institutions can review it within their
own KYC and compliance procedures.
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